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1. Introduction

Risk management is an essential component of the University’s governance framework.
It supports the achievement of the University’s strategic goals and objectives.

Effective risk management protects the University’s reputation by anticipating and
addressing potential threats, increasing the likelihood of successfully achieving
organisational objectives.

The aims of the Governing Authority for the operation and development of the University
and its strategy are set out in its strategic development plan (S.34 Universities Act 1997).
These aims or “goals” for achieving their aims (which are subject to change as strategy
changes) are as follows:

— Transforming Education;
— Research Excellence,
— Internationalisation

— City and Region; and

— Operating Model.

The University’s Enterprise Risk Management (ERM) Policy and companion Handbook
provide the framework for managing its risks effectively. The framework seeks to
maximise opportunities and minimise adverse outcomes.

The University is deeply committed to its stakeholders and takes its responsibilities to
them seriously. ERM is also an important tool for building and maintaining trust and
confidence with our key stakeholders.

1.1Risk Appetite

Risk appetite is the level of risk that an organisation is prepared to undertake in pursuit
of its strategic objectives. By clearly defining its risk appetite, the University can make
well-informed decisions regarding which risks to embrace, mitigate, or avoid. This
process ensures a robust alignment between risk management practices and the
institution's overarching strategic direction.

The Risk Appetite Statement (RAS) considers the most significant risks the University is
exposed to and outlines the approach to managing these risks.

2. Overall Risk Appetite

The University must consider stated risk appetite when making strategic or operational
decisions. It is important to emphasise that risk appetite is not to be seen as a hindrance
but rather as a guide.

2.1 Risk Tolerance
In order to achieve its vision and strategic objectives, the University must be willing to



accept the risks that inevitably come from pursuing growth, transformation, and
innovation.

The key consideration is whether it is proportionate to take those risks having regard to
the University’s main objectives and the potential rewards. It is recognised that the
University may engage in activities that inherently involve greater risks, but these
activities must align with our strategic direction.

Risk tolerance is the specific level of risk that the University is prepared to accept while
pursuing its objectives within the broader context of its risk appetite.

The key to achieving appropriate risk tolerance is to ensure the following:

¢ Knowledge and understanding of the University’s risk appetite.

e Ethical and effective governance practices, including responsible stewardship of
resources.

e The realisation of opportunities and allowing growth, transformation, and
innovation while avoiding unnecessary negative impacts.

e Avoid a risk-averse culture that stifles growth, transformation, and innovation.

e Promote a culture of identifying, assessing, and managing risk to support the
University’s strategic objectives.

e Continuous monitoring of the effectiveness of controls and management
techniques and decision-making informed by the risk management process.

3. Risk Appetite Principles

The University manages risks responsibly systematically identifying, evaluating and
mitigating potential threats, thereby ensuring sustainable growth and resiliency. The
acceptable level of risk varies across the core domains of the University’s activities.
Therefore, it's important to establish clear principles and general guidelines to outline
the University’s risk appetite for the understanding and awareness of its stakeholders.

Key Principle 1:

The University must prioritise risks related to reputation, regulation, compliance,
ethics, organisational continuity, people and culture, and overall financial
viability. All activities must consider these risk domains from the outset and
revisit them as necessary throughout the current or proposed activity.

Examples:

— When undertaking an infrastructure project or a capital acquisition, the University
must fully assess regulatory compliance (legislation, regulations codes, circulars,
policies), due diligence, required internal and external approvals, potential for financial
overruns or funding shortfalls. Reputational damage may quickly arise from project
mismanagement and/or inadequate due diligence. Strategic considerations also arise
as any such project must align with institutional goals.



— A proposal for a research project must take account of ethical considerations, as well
as financial and reputational risk, including of foreign influence or interference.
Depending on the nature of the research, regulatory and health and safety risks may
also arise. The University must consider whether compliance with statutory or regulatory
frameworks governing such projects may involve reputational and financial risks that
cannot be adequately mitigated. It is important to recognise that circumstances will
change as the project progresses and the governance processes should revisit the level
of risk-taking in such projects.

Key Principle 2:

All activities and projects should be managed within a framework appropriate to
the specific activity or project, including risk identification and management as a
core component.

Examples:

— A proposal for an IT system where several different solutions (e.g., commercial
products) are available that the University might wish to operate. All solutions and their
respective advantages and disadvantages (including costs versus benefits) are
considered before making a final decision. (A good example of this is the process put in
place via the Digital Governance Steering Committee).

— A proposal for a major consultancy project should operate within a framework that
establishes the financial costs of the University delivering the project against benefits
(e.g., financial and reputational benefits).

Key Principle 3:

Established activities should be considered within a risk management framework
to continually assess whether risks are managed appropriately, including being
accepted atthe appropriate level.

Examples:

— The existing academic portfolio should be subject to appropriate oversight and
management concerning applicant trends, relevant outcome data (e.g., attainment,
student satisfaction, career destination data), and other appropriate measures to ensure
the ongoing ‘health’ of the educational offering.

— A research project where ethical considerations have been identified and addressed
before the commencement of the project should incorporate appropriate ongoing ethical
evaluation as part of the project governance framework.



4. Statement of Risk Appetite

The University maintains a balanced risk appetite, appreciating the need to take
calculated risks to advance its objectives in teaching and research while safeguarding
its reputation and academic standing, its assets, and its relationships with key
stakeholders. It assesses the potential benefits and harm before deciding on its risk
tolerance level. The University works to reduce its exposure to risks associated with its
strategy, operations, and financial position while accepting a level of risk appropriate to
achieving the goals and objectives in its Strategic Plan. This helps to mitigate the risk of
failing to meet those goals and objectives.

The University understands that its risk appetite varies depending on the activity and
takes steps to fully understand the potential advantages and disadvantages before
authorising any new development/activity. To support this approach, any new
developments or activities should include a risk analysis section in their business case
to ensure potential risks are identified and managed appropriately. Reputational risks
must always be considered.

4.1  University of Limerick Risk Appetite Statement (Risk Categories)

Term Definition

Reputation I University regards any project or activity that would seriously threaten its
reputation as a high-quality provider through adverse publicity or loss of status
as an autonomous institution as unacceptable.

Compliance, Tha University is committed to maintaining the highest standards of integrity,

Flagulat'mn & Ethics compliance, and ethics. As such, the University has low tolerance for any
breaches in statute, regulation, professional standards, research ethlcs, bribery,

or fraud.
Learning and The University Is committed to delivering high guality teaching and learning as
Teaching well as developing enhanced appreaches to teaching and learning. This wil

involve further Investment in learming and teaching facilities  Infrastructure and
continual updating and refreshing of the curriculum. In delivering its objectives,
the University recognises the need to identify solutions to meet increasingly
diverse student needs and to further Its work with professional bodies and
industry to ensure success for our graduates and thelr employers. As such, we
will continue to seek and invest in new and innovative approaches.

Tha University recognises that thiz will involve an increased degree of rigk

In developing education and are comfortable in accepting this risk always
sulject to ensuring that potentlal benefits and risk are fully understood before
developments are authorised and that sensible measures to mitigate risk are
embedded.



Tarm Dafinition

Research and The University is committed to ambltious and performance- driven progress
Knowledge in research and knowledge exchange Including: promoting new fields of
Transfer research and generating critical mass in research capacity; developing further

strategic collaborations and partnerships nationally and internaticnally;
facilitating enhanced research opportunities, performance and funding through
institutes and research centres; supporting innovation and entrepreneurship
and Increasing the number of research students. The University recognises
thiz may Involve an increased degrea of risk in developing research subject to
acceptable ethical standards and ensuring that potential benefits and risks are
fully understood before developments are agreed and appropriate measures o
mitigate risk are established.

Internationalisation The University wishes to have an international footprint and profile and
engage with academic partners globally. The University acknowledges that
all internatienal activities carry a degree of risk, with the offshore dellvery of
its programmes in partnership with third partners being high risk. Thase risks

include a breakdown In the partnership, a change in the regulatory environment
of the host country, and geopalitical uphaavals,

The University will always ensure that the benefits and rizks are fully understood
before activities or projects are authorised and that reascnable and sensile risk
mitigation measures are established. The importance of maintaining reputation
and compllance is paramount in such activities.

Student Experience The University is committed to the further development of facilities and support
arrangements for the student leamning and living experlence and in ensuring
that programmes are accessible to the most talented individuals from diversa

backgrounds. UL will maintain a generally low to moderate appetite for any risks
which threaten the dellvery of objectives In this area.

Financial The University will always aim to work within financial parameters that maintain

Performance and the long-term financlal sustainability of the University within generally accepted
Sustainability boundaries of financlal prudence. UL recognises that there is a degree of

financial risk involvad in the pursult of ambitious strategle goals, which require
significant change. There are also demanding financial targats set in the
implementation of the strategy. The University ensures that financial risk is
appropriataly managed by ensuring It has sound systems and processes for
financial planning, budgeting, reporting and contrel. However, UL has low
tolerance in relation for any breaches to financial parameters demanded by
statute and/or regulation and/or governance.

People and Culture The University aims to value, support, develop and utilise the full potential of
staff to make the University a stimulating and safe workplace. UL emphasises
a culture of academic freedom, equality and diversity, dignity and respect,
collegiality, annual review, staff development, and the haalth and safety of staff,
students, and visitors. UL has a low appetite for deviation from its standards in
these areas.



Tarm Dafinition

Major Change Major change activities are required periodically to develop the University, and
Activities 1o adapt to changes in the regulatory and technolegical environmeant and in
(e.q. projects, the nature and conduct of the University's activities. The University expects
collaborations, such changes to be managed according to best practice in project and change
meargers) management. Froject management disciplines must be applied rigourously to
tackle difficult projects that pose moderate risk, if the resulting benefits justify
this.
Organisational The University Is committed to maintaining continuity of all aspects of its
Continuity operations and has a low appetite for any adverse risks, incidents, or events,

which could impact upon the University's reputation of upon the normal
operation of learning, teaching, research and support operations, or access to
relevant bulldings or facilities. This low appetite for risk also relates to ability of
the University to securaly carry out its role as a data controller and processor,
maintaining the security of its data subjects’ personal information.

Environment Ihe University aims to make a significant, sustainable, and socially responsible

and Social contribution through its research, education, knowledge exchange, and
Responsibility operational activities. It recognises that this should involve an increased degree

of risk and is comfortable in accepting this risk subject always to ensuring
that potential benefits and risks are fully understocd before developments are
authorised and that sensible measures to mitigate risk are establishad.

Strategic The University Is dedicated to navigating strategic landscapes with care and

Inititatives withforesight. By aligning initiatives with well-defined policles, leveraging
accurate data, and providing robust support for commitmeants, plans, and
objectives, the University not only mitigates risks but also transforms challenges
into opportunities. The University embraces the dynamic macro-environment,
which is characterized by shifts in politics, economics, society, technology,
envirenmeant, and legislation, as a platform for innovation and strategic evolution.
Ihis reinforces the institution's adaptability and resilience, making it better
equipped to face future challenges.

Cybersecurity The University |s dedicated to safeguarding its digital assets and ensuring a
sacure learning environment. This commitment includes continuous investment
In cybersecurity Infrastructure, advanced technologles, and cngoing staff
trainimg. We recognize the necessity of identifying and addressing potential
vulnerabilities and collaborating with industry experts. Key measures include
robust access contrals, regular training programs, incident response plans,
continucus manitoring, and collaboration with stakeholders to adapt to the
evolving threat landscape. Through these efforts, the University aims to create

a safe digital environment that fosters innowvative teaching and learning while
protecting the interests of cur functioning users.

4.2 Risk Appetite Evaluation

The Risk appetite evaluation map is a crucial tool, providing insight into the University’s
approach to risk management across various segments. The map uses colour-coded
bars to illustrate the University’s openness to engaging with different risk categories
while carefully considering the potential benefits and associated risks. This method
enables the University to navigate risks effectively and leverage opportunities for growth
and progress. With its constructive perspective, the map empowers the University to
make informed decisions, implementing measures to minimise risks and

maximise benefits.



Pursuit of
opportunities is
encouraged provided
risks are considered
and documented, and
resources applied are
commensurate with
the potential benefit
to the existing goals
and objectives of UL

A moderate and
informed approach to
risk-taking

Accepts as little

risk a5 possible and
takes a very cautious
approach towards
taking risk

Low appetite for risk

Extrems Risk
Appetite

A more aggressive
approach to risk-
taking for increased
benefit and to
achieve the goals set
out in UL Strategic
Plan 2013-2024

- Academic and
Research Integrity

- Relationships with
Governments,
funders,

— Relations with local
communities and
the wider public

—Health and Safety

-Legal

—Regulatory

- Bquality and
Diwersity

- GDPR

- UL Policies

= Student Fee Income

: — Other Income :

i = Investment

1 — Budget

¢ Management

= Sustainability of

: Income Streams

i — Infrastructure

© imaintenance [
imvestmeant)

1 — Major investment  :

+ and sustainability of :

funding ]



1-3
Low Risk Appetite

Low appetite for risk

: — Partnerships :
= Intellectual Property :

T —Queality of Facilities
= Quality of Teaching
: —Professional,
: Regulatory
and Statutory
Bodies (FRSE)
¢ Accreditation
i —Student Surveys |
. Student Satisfaction :
: — Student safety and
P security
1 —\Work Based
: Learning
: Placements
: = Sufficient
1 Accommaodation

i —Erasmus
placements ]

: - Global Engagement
: — International ]
* academic :
1 partnerships :

1 —People, roles,

teams, and
: structures
1 —Project Risk

collaborations,
MmEergers) : Engagement and
Communication
Training and
implementing new  :
structures [systems : 1
¢ fprocesses. : :

—Facilities/Assats
— Supply Chain
- Core Business
Functions
—Data Loss
—Pandemic
—Emergency or
Dizaster :
—Internal Processes
: —Engagement
i —Reputational
: — Environmental : :
. standards 3 :




— EBquality, and
Diwersity, and
Inclusion

- Staff Engagement
and Morale

— Recruitment and
Retention

— Succession Planning :

— Staff Management

—Adherence to
University values,
Faolicies and

Procedures : :

— Metwork
Infrastructure

- Servers

— Databases

- Clowd Services

- Hardware

- Software
Applications

— Operating Systems

—Firewalls

— Intrusion Detection
Systems (IDS)

= Wirtwal Machines

— Endpoints (e.g.,
desktops, laptops,
mizhile devices)

- Backup Systems

—Access Control
Systems

— Configuration
Management

— Patch Management
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— Enhancing Research

Programs

: — Student
Recruitment and

¢ Retention

: — Technology

:  Integration

: — Internationalisation

¢ — Community
Engagement

: — Sustainability

i Initiatives

: — Diversity and

¢ Inclusion Programs

i —Infrastructure
Development |

: — Alumni Relationships

1 — Quality Assurance

* and Accreditation



Summary of the Risk Appetite Statement

..FWdPﬂfmmdmwltr
. mmmwﬁmnh

Environment and Social Ihlapnnaiﬂll]l
Peoplnand Gul:l.ra
Strategic Initiatives.

Risk Appetite Statement Detailed Version

Classification Description Target Risk Score
Averse chld rlsk mmpletely 3 or I:lelc:w

Cautious Preferenu:e for a safe optlcn when the expec:ted I:reneflts 4- 6
are Ilrnlteu:l

Open Dpen to DEII'IE-IdE'FII'Ig all III-III[IIDI'IE where the Dmbatllllt'y' clf 6-8
benefits exceeding potential risks is greater.

Willing Willing to consider all options and there is a balance 9 or below
between nsks and Expec:ted b-enefltE

Innovative Eager to be innovative to take c:ppurtu nities cl-l‘l‘erlng 12 or below
potentially higher benefits despite greater risks.

11



Reputation

Compliance,
Regulation &
Ethics

Financial

Performance
and
Sustainability

Research and
Knowledge
Transfer

Learning and

Teaching

Student

Experience

Internationali-

sation

Major Change

Activities
{2.g. projects
collaborations
miergars)

Rizsk Appetite What It means

Aversae/
Cautlous/

Open/

wWilling/
Innovative

fyerse

Averse

Cautious

Innavative

Open

Open

Willing

Open

Avoid this risk
and assoclated

uncertainty.

Awoid this risk
and associated
unoartainty.

Willing to conskder all

options, and there is &
balance between risks

and expected benefits.

breference for safe

options where the
evel of benefit is
imited.

Willing to conskder all

options, and there is &
balance between risks

and expected benefits.

Willing to comskder all

options, and there is &
balance between risks

and expected benefits.

breference for safe

options where the
evel of benefit is
imited.

Willing to comskder all

options, and there is &
balance between risks

and expected benefits.

It Is eruclal to take assertive and proactive

Responding to aur Risk Telerance

3ar
below

The University has a wery low tolerance for
&Ny risks n this category.

3or
below

The University has a wery low tolerance for
any risks In this category.

Bar
measures to address any risks in this below
category. A robust and well-defined set of

actions should be cutlined in & long-term

mitigation plan. Furthermora, more immedlate
operational plans shoukd be Implementad

to ensure the accomplishment of overa

objectives.

It Is erucial to take assertive and proactive
measures to address any risks in this
category. A robust and well-defined set of
actions should be cutlined in & long-term
mitigation plan. Furthermora, more immedlate
operational plans shoukd be Implementad

to ensure the accomplishment of overa

12 ar
below

objectives.

It I= cruclal to take assertive and proactive 6-8
measures to address any risks in this

category. A robust and well-defined set of

sctions should be cutlined In & lang-term

mitigation plan. Furthermaons, more immediate
operational plans should be Implemented

to ensure the accomplishment of overa

objectives.

It I= cruclal to take assertive and proactive 6-8
measures to address any risks in this

category. A robust and well-defined set of

sctions should be cutlined In & lang-term

mitigation plan. Furthermaons, more immediate
operational plans should be Implemented

to ensure the accomplishment of overa

objectives.

It I= cruclal to take assertive and proactive
measures to address any risks in this
category. A robust and well-defined set of
sctions should be cutlined In & lang-term
mitigation plan. Furthermaons, more immediate
operational plans should be Implemented

to ensure the accomplishment of overa

Bor
below

objectives.

It I= cruclal to take assertive and proactive 6-8
measures to address any risks in this

category. A robust and well-defined set of

sctions should be cutlined In & lang-term

mitigation plan. Furthermaone, more immediate
operational plans should be Implementad

to ensure the accomplishment of overa

objectives.
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Rizk Appetite What it means

Averse/
Cautious/

Open/

willing/

Innavative

Responding to our Risk Tolerance

Organleation- Adverse Avold this risk

al Continulty and associsted
uncertainty.

Environmental Open Willing to consider all

and Social options, and there ks &

Responsibllity pelance between risks
and expected benefits.

People and Adverse Avold this risk

Culture and associsted
uncertainty.

Strategle Willing Preference for safe

Initiatives options where the

level of benefit is
limitad.

Cybersecurity Adverse
and associsted
uncertainty.

Risk Appetite Response

Unacceptabie level of risk
exposure which requires
Immegiate comactive action to
e takan.

expasUre which requires
constant active monitaring,
&nd Measures 1o be put In
place to reducs Sxposurs.
A mizigation/action plan
must be devalopad and

Implemented to reduce
EXPOSLTE.

arsing from estabiished
controls in place.

Aviold this risk

The University has a very low tolerance for Jor
any risks in this category. below
Itis cruclal to take assertive and proactive &-8
measures to sddress any risks in this

category. A robust and well-defined set of

actions should be cutlined in a long-term

mitigation plan. Furthermaore, more immediate
operational plans should be Implemsntad

to ensure the accomplishment of overall

objectives.

The University has a very low tolerance for 3or
any risks in this category. below
It s cruclal to take assertive and proactive Sar
measures to sddress any risks in this below
category. A robust and well-defined set of

actions should be cutlined in a long-term

mitigation plan. Furthermore, more mmediate
operational plans should be Implemented

to ensure the accomplishment of overall

objectives.

The University has a very low tolerance far 3ar
amny risks in this category. below

Unacceptabie level of risk

Tolerable level of sk exposure

or as and when a

change ooouUrs.
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1 - 3 manths Terminate EC to be
Status review &t each Treat notified
EC meeting (every two  Transfer

wassg)

3 - 6 manths Terminate EC to be
Status review provided  Treat notified
monthly to Lniversity Transfer

Risk Review Group

[URRG)

6 =12 months Treat Head of
Reviewsd quarterty Transfer School Unit
with manthiy reporting

to Head of SchoolfUnit.

Review ewvery 6 months  Tolerate MR



Escalation Process for Deviation from the Risk Appetite Statement

The Escalation Process for Deviations from the Risk Appetite Statement is a structured
approach to manage and communicate decisions that fall outside the predefined risk
appetite of the University. It ensures transparency, accountability, and thorough
assessment at multiple levels of governance.

Document the Daviation Decision

Outline the proposal and
explain why it 15 outside
Risk Appetite Statemeant.

Executive Committee Approval

Pregare & detaibed risk assessmant :
report, highlighting areas of concerm. &
H
H

Clearly outline the
rationale Tor deviating
fram the Risk Appetite
Statemenl.

[TITENT T

Obitain written approsal Trom
Exgcuitive Commilles.

Consultation with Audit and Risk Committes

Present the decision to the ARC Tor
ndependent review.

AFTTIETY

ARC requested Lo assess the impact
on the owerall ek profile and provide
formal recommendations.

Escalation to Governing Authority (if applicable)

If the deviation involves extrame
risks (e.g., exceeding sirategic,
reputational, or financial risk
hreshalds], escalate the decision
1o the Governing Authority for final
approval.

EFTTAETRTAFTYY

Submit all relevant documentation,
Inchuding the Executive Commitles's
rationale and ARC feedback.

Implementation of Mitigation Measuras

Develop and execule a detailed risk &
management plan o address the g
risks associated with the deviation. |

Ongoing Monitoring and Review

Schedule reqular review meelings
1o astess the ongaing impact of the
i lartin..

ETTTARTVTEE

hisign & designated ownes 1o manage
the deviation and 1rack I‘ni'l|gﬁ!|l:|l‘l
activities.

Proside quarterly reparts fo the
Governing Authority and Exescutive
Commitlee 1o ansure thal the
dewviation remains within acceplable
risk limins.

14

Inclsde potential banelis,
assoclaled meks, and a
detaled risk analysis.

Akl Bk

Ensire kay stakeholders
afe infarmed and irvalvead
in drafting the dedcision
document.

Document the appraval and include
any additional conditiong set by the
Committes.

Incofporata feedback and, if
necessary, revise the decision
document before proceeding.

Secure Tormal approval from
the Governing Authority before
implementing any changes.

|

Ensirne thal adequate fesources and
SUppO are in place 1o implement the
risk management plan effectvely.

Adpust mitigation strategies as
mestessary bated on evalving
cifeumstancas of new information.



Risk Impact Table at a Faculty/Division level and University level (Fundamental
Risk Register)

Categories by Risk Impact

S e

Impact Assessment Criteria at a Faculty & Division

Constituent Strategy Significant delay

1) Research & Innovation with implementing a
2) Teaching & Learming sirategic objective o
3) International infiodire

4) Student Expefiance

5) Engagement

Operational

1) Physical Infrastrocture
2] Unit Effectiveness

3) Hesalth & Salenys

Impact Assessment Criteria at a University level
Constituent Strategy Significant delay with

1) Research & Innovation
) Teaching & Laarning
3) International

4) Student Experiance

5] Engagement

Operational

1) Physical Infrastrocture
2] Unit Effectiveness

3) Hesalth & Saletyss
Financial

Repartational

Due regard is 1o be given to the Dccupational Health & Safety Hazard and Risk Assessment

15



5. Document Control
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